Abstract-Welch-Gong (WG) transformation sequences are binary sequences of period 2 1 with two-level autocorrelation. These sequences were discovered by Golomb, Gong, and Gaal in 1998 and they verified the validity of their construction for 5 20. Later, No, Chung, and Yun found another way to construct the WG sequences and verified their result for 5 23. Dillon first proved this result for odd in 1998, and, finally, Dobbertin and Dillon proved it for even in 1999. In this paper, we investigate a two-faced property of the WG transformation sequences for application in stream ciphers and pseudorandom number generators. One is to present the randomness or unpredictability of the WG transformation sequences. The other is to exhibit the security properties of the WG transformations regarded as Boolean functions. In particular, we prove that the WG transformation sequences, in addition to the known two-level autocorrelation and three-level cross correlation with -sequences, have the ideal 2-tuple distribution, and large linear span increasing exponentially with . Moreover, it can be implemented efficiently. This is the first type of pseudorandom sequences with good correlation, statistic properties, large linear span, and efficient implementation. When WG transformations are regarded as Boolean functions, they have high nonlinearity. We derive a criterion for the Boolean representation of WG transformations to be -resilient and show that they are at least 1-resilient under some basis of the finite field GF (2 ). An algorithm to find such bases is given. The degree and linear span of WG transformations are presented as well.
system not only depends on the public key algorithms, but also relies on the security of such a pseudorandom sequence generator. In order to guarantee that the pseudorandom sequence generators have good randomness or unpredictability, we have the following criteria:
• long period; • balance property (Golomb Postulate 1 [4] ); • run property (Golomb Postulate 2 [4] ); • -tuple distribution;
• two-level autocorrelation (Golomb Postulate 3 [4] ); • low-level cross correlation;
• large linear span and smoothly increasing linear span profiles.
In the recent four years, there has been a celebrated event in the design of binary sequences with two-level autocorrelation. The researchers [3] , [5] , [10] [14] have found a number of new classes of binary sequences with two-level autocorrelation. In general, a pseudorandom sequence generator which generates sequences with two-level autocorrelation can be resistant to a correlation attack. However, it is not easy to design an efficient pseudorandom sequence generator which can generate sequences having both two-level autocorrelation and large linear span. Fortunately, one class of the new sequences with two-level autocorrelation, the so-called Welch-Gong (WG) transformation sequences, possesses all these three properties.
On the other hand, this type of sequences has period . Any binary sequence of period is related to a function from the finite field GF to the finite field GF . Thus, it is automatically related to a Boolean function in variables. Therefore, there is a connection among binary sequences with period , polynomial functions from GF to GF , and Boolean functions in variables. Chang, Dai, and Gong [1] tried to use this connection. They applied -sequences with three-level cross correlation to construct Boolean functions with maximal nonlinearity. In [7] , Gong and Golomb applied tools in pseudorandom sequence design and analysis to analyze the -boxes in the Data Encryption Standard (DES). When they considered the relationship between sequences and functions, they realized that monomials, which correspond to -sequences, are not secure when used as component functions in block ciphers. This leads to the concept of linear span for polynomial functions, introduced in their work [7] .
In this paper, we will investigate the WG transformation sequences as a two-faced subject. One is to present their randomness, i.e., autocorrelation, cross correlation with -sequences, the balance property, and linear span when we consider them as 0018-9448/02$17.00 © 2002 IEEE sequences. The other is to derive the nonlinearity, resilient property, linear span, and algebraic degree when they are regarded as Boolean functions. This paper is organized as follows. In Section II, we give the definition of WG transformation sequences. In Section III, we present the randomness properties of the WG transformation sequences which include an irregular decimation property, statistic properties, cross correlation with -sequences, the Hadamard transform, and the linear span. In Section IV, we derive a criterion for the resilient property (Note that since any WG transformation is balanced, the correlation immunity property becomes the resilient property.) and an algorithm for obtaining resilient bases. In Section V, we discuss linear span for the WG transformations regarded as Boolean functions and show their degrees. Section VI gives an example.
The reader is referred to [4] for the theory of shift-register sequences, [8] for the theory of finite fields, and [18] and [17] for the motivation and the original definitions of nonlinearity and the resilient property for Boolean functions.
We conclude this section by introducing the following notation which will be used throughout the paper.
• GF , a finite field with elements; , the multiplication group of ;
, the trace function from to . Any function from to is related to a Boolean function (we will discuss an exact conversion of these two representations in Section IV). From a WG transformation, we have two types of pseudorandom sequence generators. One is WG sequences themselves. The other is to apply WG transformations regarded as Boolean functions to operate on a set of linear feedback shift registers (LFSRs) for generating sequences. In other words, applying the WG transformations, regarded as Boolean functions, either as combining functions or filtering functions in combinatorial function generators, or filtering generators [15] . We refer to these two modes as WG sequence generators.
Remark 1:
In fact, the transform given in (1) can be applied to any function from to . But till now, we have not found any other type of such that its WG transformation sequence has two-level autocorrelation. So, we restrict ourselves to this specific .
III. RANDOMNESS OF WG SEQUENCES
In this section, we will discuss the randomness properties of WG sequences, including their decimation, auto/cross correlation, statistic properties, and linear span. Remark 2: Lemma 1 shows that the WG sequence can be obtained by an irregular decimation from where the decimation is determined by (4) . Note that is a five-term sequence. So it can be generated by using five linear feedback shift registers and one AND gate. This property of the WG sequences allows them to have an efficient implementation for small by operating decimation on together with a table lookup. Thus, we can use two methods to implement WG sequences. One is to use five LSFRs together with a table lookup (Lemma 1 method). The other is to use a finite-field configuration. The complexity of the implementation of WG sequences using the finite-field configuration depends only on the evaluation of four exponentiations. Especially, it requires only the evaluation of the exponents and where each of them has consecutive 's. We will discuss how to efficiently compute these two exponentiations in a separate paper. (Note that we can implement the trace function with no cost.)
A. Decimation Property

B. Autocorrelation, Balance Property, and -Tuple Distribution
Proposition 1: Let be a WG sequence defined by (3). Then is a binary sequence of period with (ideal) two-level autocorrelation.
This result was first discovered by Golomb, Gong, and Gaal in [10] and verified for . Later, No et al. [14] found another way to construct the WG sequences and verified their result for . Dillon [2] proved it for the odd case, and finally, Dobbertin and Dillon [3] proved it for the even case which completely established Proposition 1. (Note: is also a two-level autocorrelation sequence; see [10] , [3] .)
For a binary sequence of period and , if each nonzero -tuple occurs times and the zero -tuple occurs times in every period of , then we say that the sequence has an ideal -tuple distribution.
Any binary sequence with two-level autocorrelation satisfies the balance property and the -tuple distribution. This result can be easily obtained from their corresponding cyclic Hadamard difference sets. However, it is not trivial to see it from the point of view of sequences. So, we include a proof for this result for completeness. Since a WG sequence has the two-level autocorrelation, it satisfies these two properties.
Proposition 2:
Let be a binary sequence of period , and , i.e., the Hamming weight of is . For any , let and
( 8) ii) If has the two-level autocorrelation, then (9) and (10) In other words, if is a two-level autocorrelation sequence, then is balanced with 's in one period, and each nonzero -tuple occurs times in and the -tuple occurs times in . Proof: i) Note that (11) From the definitions of and the autocorrelation function, we have (12) (13) Together with (11), the result (8) Thus, (17) gives the result (6) . From (15) and (17), the result (5) is immediate. By substituting (5) into (14) , then subtracting (6) from the resulting identity, we get (7). Thus, we established the result for the first part.
ii) Since for , substituting this result into (8), we obtain . Together with (5) and (11), we get (18) Note that Since , the above identity yields . Combining this with (15) and (18), we get which is (9) . Substituting and into (15), we get . Substituting these values into (8) , it follows that . Combining with (18), the assertion (10) is established.
Corollary 1: 1) Any WG sequence is balanced, i.e., in every period , zeros occur times and ones occur times. 2) Any WG sequence has the ideal -tuple distribution.
Proof: From Theorem 1, a WG sequence has the twolevel autocorrelation. Applying Theorem 2, part ii), the result follows. In other words, the cross-correlation function between and are three-valued.
C. Hadamard Transform and Cross Correlation
Note:
The result ii) is derived together with (20) .
D. Linear Span of WG Sequences
The linear span of a sequence is defined to be the length of the shortest linear feedback shift registers which can generate the sequence. Sequences with large linear span are resistant to attacks arising from employing the Berlekamp-Massey algorithm [12] .
Proposition 3: Let be a WG sequence of period and represent its linear span. Then
We will give a proof for this result after we derive the linear span of the WG transformations in Section V. From Proposition 3, it is clear that the linear span of the WG sequences of period increases exponentially with .
Remark 3: WG sequences of period are the first type of binary sequences of period which have the balance property, ideal -tuple distribution, two-level autocorrelation, three-level cross correlation with -sequences, and linear span increasing exponentially in .
IV. RESILIENT PROPERTY OF WG TRANSFORMATIONS
In this section, we study the resilient property of the Boolean representations of WG transformations. Their nonlinearity can be directly obtained by combining the results of the function version of Lemma 2 and the relationship between polynomial functions (from to ) and Boolean functions in variables. In the following, we will begin with developing a result on the conversion of a polynomial function (from to ) to a Boolean function in variables.
A. Isomorphism Between and
Since the finite field can be regarded as a vector space of dimensions, then we have a linear space structure for . Let be a basis of over , then , we have Let (24) then is an isomorphism between and when both of them are regarded as vector spaces.
A Boolean function is a function of variables from to , i.e., any Boolean function can be represented as
The degree of the Boolean function is the largest for which . For any function from to , can be represented by (25) where is a coset leader of a cyclotomic coset modulo and the size of the cyclotomic coset containing (Note: This can be obtained by the discrete Fourier transform [13] . Also, it corresponds to the trace representation of a binary sequence with period ). 
B. Existence and Construction of -Resilient WG Transformations
In this subsection, we will give a criterion for the Boolean representations of WG transformations to satisfy the resilient property and show that they are at least -resilient under some basis of . An algorithm for finding such Boolean representations is also given. is huge and , it is possible to find Boolean forms of the WG transformations that have -resilient property where is in the range of (We will prove this inequality in the next section.)
In the following, we will prove that any WG transformation regarded as a Boolean function with -resilient property is always possible by a proper basis conversion.
Lemma 5:
There are linearly independent vectors in , defined by (31).
Proof: Since the number of (distinct) vectors in is , the number of linearly independent vectors in is with equality if and only if is a linear space. Now we will prove that is not a linear space. Assume that is a linear space of dimension and let which is a contradiction since .
Theorem 2:
Let be a WG transformation, then there exists some basis of such that the Boolean representation of under this basis is at least -resilient. Proof: According to Lemma 5, we can assume that is a subset of which is linearly independent over . We represent the elements of this basis by their vector forms under the basis , i.e., From this, we form a matrix whose th row vector is , i.e.,
We form a new basis of , say which is given by Under this construction, we have Hence, is given by Therefore, the row vectors of , the identity matrix, belong to . From Theorem 1, , the Boolean representation of under the basis , is a -resilient function.
From the proof of Lemma 5, the elements of a subset in are linearly independent over if and only if the elements of the corresponding subset of are linearly independent over . Using this result and combining with the proof of Theorem 2, we have the following procedure to find a basis of over such that a Boolean representation of the WG transformation under this basis is at least -resilience property. We call such a basis a resilient basis. Return .
Algorithm 1. Finding Resilient Bases
An example for applying this algorithm is given in Section VI.
V. LINEAR SPAN AND DEGREE OF WG TRANSFORMATIONS
The linear span of , introduced by Gong and Golomb in [7] , is defined as the number of nonzero coefficients in . We denote it as or simply if the context is clear, i.e., .
Remark 5:
The linear span of a polynomial function from to is equal to the linear span of the sequence that corresponds to the function.
Let
be a Boolean function, we will define the linear span of the Boolean function in terms of its polynomial representations. Let all bases of over For , let denote the polynomial representation of with respect to the basis . We define a linear span of , denoted by , as
Note that for a given polynomial function , the linear span of any Boolean representation of is equal to the linear span of itself. We will write this observation as a lemma for later reference.
Lemma 6:
Let be a polynomial function of to and let be its Boolean representation under the basis . Then for all .
As Youssef and Gong pointed it out in their recent work [20] , the polynomial representation of a complicated Boolean function might be just a monomial function (here monomial means that it has only one trace term in (25) which is different from the concept of the ordinary monomial which only has exactly one term). A cryptographic Boolean function must have a large linear span so that it can be resistant to the interpolation attack. In the following, we will show that the linear span of the Boolean forms of the WG transformations increases exponentially with .
The following result is extracted from [10] . Corollary 2: For a given WG transformation regarded as a Boolean function in variables, , the order of the resilient property of the function is bounded by the following inequality:
Proof: Let be the degree of the function. According to the Siegenthaler inequality [17] , the order of the resilient property of the function , the degree of the function, and , the number of the variables have the following relation:
Applying Theorem 5, we have . Therefore, This Boolean representation of the WG transformation is a -resilient function, and has nonlinearity , algebraic degree , and linear span .
Another example for can be found in a preliminary version of this work in [9] .
VII. CONCLUSION
We provide a table which contains the profiles that we obtained in previous sections as a conclusion of this paper.
In Table I , NC means that there is no corresponding concept.
